DNA encryption technology is the combination of biotechnology and cryptography. The advantage characteristics of DNA includes massive parallelism, mass storage capacity and low energy consumption which are appropriate to apply to the field of cryptography. The security of the DNA encryption system principally depends on the biological puzzles. The DNA encryption system will effectively prevent traditional attacks that are designed for the existing encryption technology. This paper present a DNA Cryptography algorithm. As the security basis of encryption system, the paper discusses the biological puzzle of isolating specific DNA sequences from the unknown DNA mixture to complete the DNA sequencing (DNA Sequencing Puzzle). The encryption process include the plaintext pretreatment, and the process of two steps encryption using Atomic Force Microscopy (AFM) and synthesized primers. The decryption process introduced in this paper is the reverse process of the encryption process. In the end of the paper, we simulate the cryptography process and prove it is feasible for the experiment.
INTRODUCTION

Background and our Research
From July, 2005, the hacker Albert Gonzalez succeeded in stealing more than 170 million credit card and debit card accounts and in 2010, the leaking of millions of popular blog's email addresses and passwords of Life hacker, Gizmodo and Jezebel for the reason that the Gawker Media was hacked [1] . According to these security incidents, we can see that the current information security is facing many threats. The information security is not only related to our personal interests, but also to the country's security and social stability. Therefore, designing a secure system to protect information becomes a vital issue.
In recent years, the researchers introduce a new method of calculation -DNA computing. After years of DNA computing research, the researchers propose a variety of computational completeness of the DNA computing model. In November 2001, the Weizmann Institute of Israel succeed to create the world's first input, output, hardware and software biomolecules programmable self-computing computer [2] . In 2002, The Olympus and the University of Tokyo launched the first commercial DNA computer.
DNA cryptography, based on DNA computing, is a frontier discipline that takes advantage of the powerful features of DNA, including its high degree of parallelism, low energy consumption, large storage space, biomolecules as carriers, and biochemical reactions as a means of discipline. The security of DNA encryption system is primarily based on the biological puzzles, and it could also add some appropriate mathematical puzzles to enhance the system's security. Therefore, the DNA encryption system has greatly been improved which increases the difficulty of decoding simultaneously.
In the paper, we use the DNA Sequencing Puzzle "If people don't know the right primer, it is impossible to separate out the specific unknown DNA mixture accurately from the unknown DNA solution", biological technology and a random key generation method to design the One-Time-Pad (OTP) encryption algorithm and the corresponding decryption algorithm.
The Paper Structure
Section 2 introduces current algorithms of DNA cryptography, revealing that many conventional encryption algorithms are facing severe challenges, and demonstrates the importance of DNA encryption technology. At the end of this section, four related biological concepts and techniques been mentioned. Section 3 introduces the proposed encryption and decrption algorithm. Section 4 includes the simulation and verification of the encryption algorithm. Section 5 is the summary of the paper.
STATE-OF-ART OF BIOLOGICAL ENCRYPTION TECHNOLOGIES
After decades of research and development, despite modern cryptography has formed many classic encryption technologies, all these technologies have their inherent pitfalls which means that no matter what encryption technology we implement, cracking secret messages has become easier with the increasing speed of computers. However, in 1994, Dr. Adleman demonstrated a proof-of-concept use of DNA as a form of computation, which successfully solved the seven-point Hamiltonian path problem. Hence, DNA computing has become a new focus in the scientific areas of nanotechnology, biology, mathematics, medicine and information science [3] . Then researchers use DNA to implement large-scale parallel computing which results in a serious threat to DES, AES and other encryption technology security. All the above information shows that modern cryptography which is based on mathematical theory is no longer as reliable as it used to be.
Since DNA computing is a new technology with the advantages of the enormous capability of to perform parallel computing, massive information storage capacity, and low energy consumption characteristics, it has been introduced into the field of cryptography [4, 5] . At present, many researchers are researching at the DNA encryption algorithm and have made a series of achievements. However, there are still some deficiencies in DNA computing, such as its complex algorithm, high cost, and hard technical requirements for DNA cryptography. Thus the current research on the DNA computing is still in the theoretical stage.
Current DNA Encryption Technology
In 2004, Rao Ni Ni from the University of Electronic Science and Technology of China [6] proposed a cryptographic algorithm based on a recombinant DNA technique. The technique is proposed based on mathematical transformation and molecular biological experiment to achieve the information transformation of encryption and decryption. The main process consists of the following steps: convert the plaintext information to the target DNA, then combine the target DNA with the enzyme-digested carrier molecules to form a circular DNA molecule (recombinant DNA molecules), and then inject the circular DNA into the host cell. In the decryption process, screen the cells which contain the recombinant DNA molecules from a large number of cell breeding population, and then obtain the plaintext information which corresponds to the target DNA through a series of separation and purification processes. In conclusion, this encryption technology presents its higher security peculiarity even with the limitations of current biotechnology [6] .
In 2010, Souhila Sadeg, Mohamed Gougache, Nabil Mansouri [7] from the Ecole nationale Supérieur de 'Informatique ESI proposed a set of symmetric key cryptography algorithms. The main step is to achieve higher information security and computational efficiency by simulating the processes of transcription (DNA into mRNA) and the translation (mRNA synthesis of polypeptides on ribosomes) in organisms.
In 2011, Mircea-Florin Vaida, Radu Terec, and Radu Terec [8] from the Technical University of Cluj-Napoca proposed the DNA computing theory, BioJava and use biological information to encrypt. For the key generating part, they used DNA computing, biological information, Hash and RSA algorithm as basis, associating with primality test, Euler function and Chinese remainder theorem using computer simulation to implement the process of DNA encryption, and finally generate the random key. Despite this method has higher security than the traditional encryption, the computational complexity and the time complexity have relatively increased.
In the same year, Livingstone Morford from Santa Fe Community College [9] uses DNA engineering technology to conduct the DNA encryption. The major process contains: convert the screened DNA into the DNA double strands by the free genes in the bacteria, and then encrypt the DNA by the DNA primers and finally synthesize the encrypted DNA into the free genes in bacteria to complete the second encryption process. For the reason that the method refers to a series of complex technologies such as DNA synthesis and cleavage, DNA introduction, and bacterial resistance to synthetic drugs and the cost to implement this experiment is extremely high which results the research in the theoretical stage.
In [10] , Sivan Shoshani et al accomplish image encryption by combining the molecular automaton with the DNA chip. The advantages of the method in this paper are the use of molecular automaton techniques and DNA chip technology, while the shortage of the method is that it can only be used for image encryption, and the operation feasibility of the method is not sufficiently validated. But we can do more in -depth exploration and research on DNA encryption method according to the paper. Moreover, reference [11] presents a new way of image encryption based on biologic DNA sequence operations and Cellular Neural Network, which consists of three processes; bitsubstitution, key stream generation process, and diffusion process. The method can be easily implemented and is computationally simple to achieve high security level, high speed, and high sensitivity simultaneously. In order to increase the security of the proposed algorithm, a 256 bit-long secret key is employed to produce the initial conditions of the CNN's chaotic system. [12] Proposes a novel image encryption algorithm based on a hybrid model of deoxyribonucleic acid (DNA) masking, a Secure Hash Algorithm SHA-2 and the Lorenz system. The study uses DNA sequences and operations and the chaotic Lorenz system to strengthen the cryptosystem. The significant advantages of this approach are improving the information entropy which is the most important feature of randomness, resisting against various typical attacks and getting good experimental results. The proposed algorithm can shuffle the plain-image and change the gray values of the whole image pixels efficiently. [13] Proposes a new image algorithm based on the spatiotemporal chaos of the Mixed Linear-Nonlinear Coupled Map Lattices (MLNCML). This spatiotemporal chaotic system has more cryptographic features in dynamics than the system of Coupled Map Lattices (CML). In the proposed scheme, they employ the strategy of DNA computing and one time pad encryption policy, which can enhance the sensitivity to the plain text and resist differential attack, brute-force attack, statistical attack and plain text attack.
Today, most DNA encryption technologies employ modern biological techniques and mathematical techniques in order to provide dual security for the system. It also employ biological technique in the secondary encryption process to provide dual security for the system. However, most DNA encryption technologies are still in the theoretical stage, only few could apply in the real world, the reasons states as follow:
1) Molecular biology is still in its early stage of development, the understanding of molecular biology is not enough and the molecular biology of DNA-related technology is not mature which limits the development of DNA computing encryption technology.
2) DNA encryption technology is a frontier discipline and there is not any work experience references, thus is difficult to use molecular biology in cryptography technology.
3) DNA encryption technology is an interdisciplinary discipline. The technology includes both cryptology and molecular biology information which require researchers to have experiences in both disciplines. Therefore, only the experts and scholars exchange their ideas and learn from each other, could the DNA encryption technology research develop.
Therefore, the development of DNA encryption technology relates to not only the development of biotechnology and the accumulation of work experience but also the cryptography researchers and molecular biology researchers' communications. Only if the experts and scholars have both background, the research and development of DNA encryption technology will make a considerable progress.
Related Bio-techniques in our research
DNA
DNA, or deoxyribonucleic acid, is a long-chain polymer whose basic constituent units are four deoxynucleotides. The nitrogen bases in the DNA molecules strictly follow the principle of complementary pairing of bases, that is, adenine (A) must pair with cytosine (T), and guanine (G) must pair with cytosine (C). [14] .
Sequencing Technology
Considering the advantages and disadvantages of the above three generations of sequencing technology and the random key generation scheme, we believe that the second generation of sequencing technology can be used to complete the key generating work in this article. [15] .
Atomic Force Microscope (AFM)
The proposed encryption algorithm in the paper requires the use of AFM to cut and select DNA molecules. [16] .
Polymerase Chain Reaction (PCR)
Polymerase chain reaction (PCR) is a relatively simple and inexpensive technique which use to amplify a particular DNA fragment and generate thousands to millions of copies in a short time. We use PCR technology in the algorithm.
DNA CRYPTOGRAPHY ALGORITHM
Encryption Process
Pre-Processing Plain Text
In the proposed encryption process, the first step is to convert the key and plaintext into the binary number based on the specific encoding format. And then implement the key and plaintext using XOR operation. Since the XOR operation eliminates the linguistic statistical property of the plaintext, the only way for the attacker to decipher is to use exhaustive key search. At this moment, as long as we extend the plaintext using a certain algorithm, we will also increase the cracking difficulty to ensure the encryption system is safer.
The first pretreatment work is to extend the length of the plaintext before encrypting. In the paper, we treat these binary number 1010, 1011, 1100, 1101, 1110, 1111 which are greater than 1001 as the "tag" The following steps are the plaintext pretreatment process:
Step 1.Use ASCII code to express each character of the plaintext and denote as P and then convert them to the binary form, denote as Pbinary. Step Table 1 and group each four digits from the end of the sequence. If the sequence contains a tag noted as x, then calculate x and 1001 using the modulo-2 subtraction operation to obtain the redundant information, denote as P3. For example, convert ATGCATTG to 0011 1001 0011 1110, where 1110 is the tag. Then perform modulo-2 subtraction operation 1110-1001 = 0111. Thus the final result of the redundant information can be expressed as 0011100100110111.
Step 7. Combine P1, P2, and P3 in order and then the plaintext pretreatment is complete.
In general, the probability of occurrence of 0 and 1 in the plaintext pretreatment process should be equal. Assuming that the length of plaintext before the pretreatment is x and after the pretreatment is y. If 0 and 1's occurrence probability are equal, the formula could be expressed as y=2x{[log10x] +1}+m, where m is the length of additional redundant information. From the formula expression, we can see y is greater than x. Thus if we extend the plaintext length, the difficulty of deciphering will increase greatly. Table 1 Binary to decimal conversion   Decimal  Binary  0  0000  1  0001  2  0010  3  0011  4  0100  5  0101  6  0110  7  0111  8  1000  9 1001
The encryption process includes the following steps according to Fig. 1 : Fig. 1 Work flow of the encryption process Step 1. The process of encryption starts by generating the selected random key K and complete the pretreatment work of the plaintext P in order to obtain P'. Step 2. Implement the first encryption using K to P' in order to generate the ciphertext E1.
Step 3. Expresses E1 by DNA and cut the DNA segment randomly using AFM to obtain DNA fragments E21, E22, ..., E2n.
Step 4. Design n pairs of primers K21, K22, ..., K2n for E21, E22, ..., E2n, respectively; Step 5. Mix the redundant DNA chain with E21, E22, ..., E2n respectively and transmits in order through the common channel; Step 6. Transmits K, K21, ..., K2n through the security channel as the key and ends up the encryption process.
The First Round Encryption
In this paper, the first plaintext encryption is to implement the XOR operation to the plaintext pretreatment result and the random key. Here is the following steps:
Step 1. Convert K to its corresponding binary form according to Table 1 , denote it as Kbinary. At the same time, denote the plaintext pretreatment result as P1.
Step 2. Implement the XOR operation to each bit of P1 and the corresponding bit of Kbinary, that is, 1 ⊕ 1 = 0, 1 ⊕ 0 = 1, 0 ⊕ 1 = 1, 0 ⊕ 0 = 0,. The calculated results are denoted as ciphertext E1, thus the first encryption process completes. In this paper, the proposed encryption algorithm follows the OTP encryption scheme. For the conventional OTP encryption scheme, the random key is chosen with the equal length of the plaintext and the random key uses only once. In order to ensure the generated key' randomness, we don't restrict the length of the key. Hence, the length of binary form of Kbinary and the plaintext pretreatment result P1 may not be equal. To solve this problem, we implement the following steps:
Step 1. If the length of Kbinary and P1 are equal, implement the XOR operation to derive ciphertext E1. Step 2. If the length of Kbinary is longer than the length of P1, based on the length of P1, take the significant digits from the starting position of Kbinary, and ignore the remaining digits. Then implement the XOR operation to derive the ciphertext P1. For example, Kbinary is 192 bits long and P1 is 120 bits long, the first 120 bits of Kbinary are taken as the significant bits and the remaining 72 bits are ignored. Step 3. If the length of Kbinary is less than the length of P1, copy the Kbinary until the total length is greater or equal to the length of P1. And then perform as step 1 and 2. Fig. 2 shows how to use the key.
The Second Round Encryption
At present, the plaintext is treated as entirety in the proposed DNA encryption scheme. Thus, if we can cut the segment of DNA representation of product E1 during the first encryption process, the cryptosystem will be more secure. As mentioned in section 2.2.3, the AFM can be used to implement DNA cutting and selecting, thus we are going to use this technique to complete the DNA segmentation in the secondary encryption process.
The detailed of secondary encryption are as follows: Step 1. Express E1 to DNA form according to Table 2 , and synthesize the corresponding DNA sequence, denote as E2. 
Decryption Process
The decryption process is the reverse of the encryption process which includes the following steps and shows in Fig. 4 :
Step 1. Amplify the received ciphertext using PCR with the principle of primer order and the received ciphertext order are corresponded to each other. That is, uses K2i to amplify E2i sequences (i = 1, 2, ..., n).
Step 2. Combine the sequencing products orderly and then decrypt using K; Step 3. Conducts the reverse process of the plaintext pretreatment process and end up the decryption process. Fig. 4 Work flow of the decryption process
In this paper, for convenience, both plaintext and ciphertext apply the same DNA coding, the coding specification is shown in Table 2 .
The First Round Decryption
The decryption is against the secondary encryption. The operation method is to use some associated biotechnologies, such as PCR amplification, DNA sequencing and so on. The steps present as follows:
Step 1. Implement PCR amplification to the received i th mixture using the i th pair of primers. The recipient follows the receive order of the key and the ciphertext to perform PCR amplification sequencing, and then complete the sequencing work. Step 2. Splice the sequencing results according to the received order and then convert them to the binary form based on the Table 2 , denote as D1
The Second Round Decryption
The decryption is against the secondary encryption. The method is to use XOR operation, the steps are as follows:
Step 1 Convert the received key K to the binary form according to the Table 2 , denote as Kbinary.
Step 2 Implement XOR operation to D1 and Kbinary. To deal with the length of D1 and Kbinary, follow the method described in section 3.1 due to characters of XOR, and denote the result as D2.
Restore Plaintext
The operation is against the plaintext pretreatment process and the operation process is regarded as the reverse of the plaintext pretreatment. The steps are as follows:
Step 1. Convert D2 to the binary form, denote it as D2binary. Read and group each four bit data starting from the end of D2binary until reaching the tag I1. Step 2. Continue to read the data until reaching the tag I2. At this time, the plaintext information between I1 and I2 is the length of the plaintext information. Restore the plaintext information to the decimal form followed by Table 1 and denote as L.
Step 3. The valid information starts from the D2 to the tag I2. The portion after I1 is the subsequent added redundant information, denote the valid information as D3.
Step 4. Set n = [log10L] +1, follow the rule of 4*n as a group, read the data starting from the initial position of D3.
Step 5. Follow the Table 1 and convert the read data to the decimal form, these n decimals are the position of 1 in binary form of Pbinary. Step 6. The value of Pbinary length is L, we have known the 1 position in Pbinary, thus we can restore the Pbinary. Step 7. As Pbinary is known, follow the rule of an octet and refer to the ASCII code table, we can obtain the contents of the plaintext P, thus the decryption process completes.
The decryption process is shown in Figure 5 : 
SIMULATION
The authors use a computer to perform the experimental simulation. The simulation implements is with the following hardware specification:
Processor: Intel Pentium, dual-core, T4300, @ 2.10GHz Memory: DDR2, 800MHz, 2.00GB Hard disk: 250GB, 5400 r/min Assume Alice is the sender and Bob is the receiver. Alice prepare to send the message "June 6, Normandy."
Simulation and Verification of Sender End
First, Alice extracts the animal DNA and prepare the DNA solution (the simulation experiment uses the DNA sequence of human chromosome). Second, Alice crushes DNA using DNA ultrasonic disintegrator. Third, Alice picks a portion of DNA fragment from the DNA solution and then complete the sequencing process using high-throughput DNA sequencing technology. Finally, Alice picks one or several DNA sequences arbitrarily from the sequencing results and obtain key K: TACAATAATTAATCATATTGCCAATATGTCTATTGGTA  TGTAGTCTTCTTCCAATGTGCCGTATGTTAGTGATTGCG  ATAAAAGACCTATAGGTGTCATCTCTGACATTCCTCAT  CCAGGTGTACACATCTTTGCAGCTACTGGAAAATTTCT  GGGTCAAGAGTATGCTCATTTAAAATTGTGATTCATTG  CCAAATTAATAGGCCAGACTTTTAAAGAGGCAGGTAA  GTCTAGATTTTAGTAGAGATGGGGTTTCATCGTGTTAG  CCAGGATGGTCTCAATCTCCTGACCTTGTGATCCGCCC  GCCTCAGCCTCCCAAAGTGCTGGGAATATTTTTTTTTTT  TTTTTCTTTTCCGAGACAGAGTTTCGCTCTTGTTGCCCA  GGAGTCCCAGCCTGCTCCAGAGGCTGAGGTAGGAGGA  TCACTTGAGCCTATCTATTTGTAGAGACAGGGTCTCCG  TATGTTGCCCAGGCTGGTCTTGAACTCTGGTTGAA. At the same time, the operator completes the pretreatment of the plaintext. First, convert the 16 letters of plaintext "June 6, Normandy" to the corresponding binary form: 01001010 01110101 01101110 01100101 00100000 00110110 00101100 00100000 01001110 01101111 01110010 01101101 01100001 01101110 01100100 01111001.
Where 1 is the position 1, 4, 6，9，10，11，13，15，17， 18，20，21，22，25，26，29，31，34，42，43，45，46， 50，52，53，58，65，68，69，70，73，74，76，77，78， 79，81，82，83，86，89，90，92，93，95，97，98，103， 105，106，108，109，110，113，114，117，121，122， 123，124，127 (initial position of ASCII code string denotes as 0). Since the length of the ASCII code string is 128 bits, because [log10128] + 1 = 3, the position information of 1 is expressed as three-digit long, which is written as 001,004,006,009,010, ..., 127 format. Then convert the resulting three-digit number into fourbit binary number and the result P1 = 000000000001 000000000100 000000000110 000000001001 000000010000 000000010001 000000010011 000000010101 000000010111 000000011000 000000100000 000000100001 000000100010 000000100101 000000100110 000000101001 000000110001 000000110100 000001000010 000001000011 000001000101 000001000110 000001010000 000001010010 000001010011 000001011000 000001100101 000001101000 000001101001 000 001 110 000 000 001 110 011 000 001 110 100 000 001 110 110 000 001 110 111 000 001 111 000 000 001 111 001 000 010 000 001 000 010 000 010 000 010 000 011 000 010 000 110 000 010 001 001 000 010 010 000 000 010 010 010 000 010 010 011 000 010 010 101 000 010 010 111 000 010 011 000 000 100 000 011 000 100 000 101 000 100 000 110 000 100 001 000 000 100 001 001 000 100 010 000 000 100 010 011 000 100 010 100 000 100 010 111 000 100 100 001 000 100 100 010 000 100 100 011 000 100 100 100 000 100 100 111.
Rewrite the ASCII code with string length 128 to 0001 0010 1000 and add the random generated tags at both front and back ends, the result P2 = 1011 000100101000 1011. Finally, pick a random DNA strand and convert to the corresponding binary form. After the treatment, implement modulo 2 subtraction to the tag and 1001 which gives the result. P3 = 00010000000101100011010100110101000000001000. Assemble P1, P2, and P3 orderly to obtain the plaintext pretreatment result P'.
The resulting key K contains 492 bases, convert them according to Table 2 and obtain the length of key of Kbinary in binary form is 492 * 2 = 984 which exceed the length of the plaintext pretreatment result 796 bits, thus implement XOR operation to the first 796 bits of the Kbinary and the pretreatment results, and ignore the remaining 188 bits. The result of the first encryption is E1 = 1100 0100 0010 0000 1111 0100 1101 0011 0101 1110 0101 1001 1100 1111 1101 1100 1110 1011 1100
Refer to Table 1, convert E1 to the corresponding DNA  sequence and obtain E2 = TA CA AG AA TT CA TC AT CC  TG CC GC TA TT TC TA TG GT TA TT TT GT CG GA TT   CA CT TG TT TC GT AC GT TA GC GC TT GT GG TA AG  CT AC CC CC AG GC AG CA TG TA TG AG CT TC AT CG  TC AA GC TG GA AC CA GC GC TG AC GC TA AG GA AA  CC TA TC GT AG TC CG TC GT CC AC TC CC CG AA CT  TT GT TT TA CA GA TC CA CT GC AA GT TC CC CC GC  TT GA GC AG GG GA AG AT AG GT TT AC AT CT GG GT  GG GT AT AT GG TT CA AC CG CT TA AG TA CT GA CT  TA CT TC CG CG CC TC AA CT GT TT AT AT GA CC AC  CG CA AA CG CA CA AC GG GG TT GT CA TC TG GA TG  TC TG TG TC TC TC TC CT CTC CC AT AA GA CG GA TT CT AA TT CC CC TA AC GA CG CT CC TG TT, then use AFM to cut the E2 randomly to complete the selecting job and obtain E21=TACAAGAATTCATC, E22=ATCCTGCCGCTA, E23=TTTCTATGGTTATTTTGTCGGATTCACTTGTTTCGT ACGTTAGCGCTTGTGGTAAGCTACCCCCAGGCAGCATG TATGAGCTTCATCGTCAAGCTGGAACCAGCGCTGACGC TAAGGAAACCTATCG, E24 = TAGTCC, E25 = GTCGTCCACTCCCCG, E26 = AACTTTGTTTTACAGATCCACTGCAAGTTCCCCCGCTT GAGCAG, E27 = GGGAAGATAGGTTTACATCTGGGTGGGTATATGGTTCA ACCGCTTAAGTACTGACTTACTTCGTCGCCTCAACTG, E28 = TTTATATGACCACCGCAAACGCACAACGGGGTTGTCAT CTGGATGTCTGTGTCTCCGTCTGCTAACCA, E29 = TAAGACGGATTCTAATTCCCCTA, E210 = ACGACGCTCCTGTT.
Design every pairs of primers to each E21, ..., E210, denote as K21, ..., K210, and then Alice connects the respective primers to both ends of E21, ..., E210 and then mix with the redundant DNA (for convenience and cost saving, the redundant DNA can be generated from the remaining DNA solution), and then transmit orderly to Bod through the common channel; In addition, treat K, K21... K210 as the key to transmit to Bob through a secure channel.
Simulation and Verification of Receiver End
After Bob receives the ciphertext and the key, he performs the PCR amplification to the i-th DNA mixture and complete the sequencing job (i = 1, 2... 10). Then, Bob concatenates the sequencing results to recover E2. Follow Table 2 , Bob converts E2 to E1.
Bob converts the received DNA sequence K into the corresponding binary form, denote as Kbinary, and perform the XOR operation between Kbinary and E1 to obtain P'. Now Bob starts reading data every four-bit a group from the end of P'. When reading until 1011 (tag), it means that the following reading data is the information of the plaintext. Bob continues to read the data until the next tag (1011), we know that the length of the plaintext message is 0001 0010 1000, and the remaining unread part the occurrence position of 1 in the binary form of the plaintext. Convert 0001 0010 1000 back to decimal 128 according to Table 1 , Bob could know that plaintext in binary form contains 128 bits.
Calculate [log10 128] + 1 = 3, 3 * 4 = 12, Bob needs to divide the remaining information into 12-bit per group. The segmentation result is 000 000 000 001 000 000 000 101 000 000 000 110 000 000 000 111 000 000 001 001 000 000 010 000 000 000 010 001 000 000 010 100 000 000 010 111 000 000 011 000 000 000 100 011 000 000 100 101 000 000 100 110 000 000 101 001 000 000 110 011 000 000 110 100 000 000 110 101 000 000 110 111 000 000 111 001 000 001 000 001 000 001 000 010 000 001 000 111 000 001 001 001 000 001 010 000 000 001 010 001 000 001 010 011 000 001 010 111 000 001 011 000 000 001 100 000 000 001 100 011 000 001 100 101 000 001 100 110 000 001 101 000 000 001 101 001 000 001 110 000 000 001 110 001 000 001 110 011 000 001 110 100 000 001 110 110 000 001 110 111 000 001 111 000 000 010 000 001 000 010 000 101 000 010 001 001 000 010 010 000 000 010 010 011 000 010 010 101 000 010 010 111 000 010 011 111 000 010011000 000010011001 000100000011 00010000011 000100000101 000100000110 000100001000 000100010001 000100010011 000100010100 000100010111 000100011000 000100011001 000100100001 000100100010 000100100010 000100100100 000100100101 000100100110.
Convert the segmentation result into three-bit decimal form, and obtain the position 1 information in the plaintext is: 1, 4, 6, 9, 10, 11, 13, 15, 17, 18, 20, 21, 22, 25, 26, 29, 31, 34, 42, 43, 45, 46, 50, 52, 53, 58, 65, 68, 69, 70, 73, 74, 76, 77, 78, 98, 103,105, 106,108, 109,110, 113,114,117,121,122,123,124,127. The total length of the plaintext in binary form is 128 bits. Bob can make a 128-bit string, and fill 1 in the corresponding position 1 according to the position 1 information, and then fill the remaining position as 0 to obtain the plaintext in binary form: 01001010 01110101 01101110 01100101 00100000 00110110 00101100 00100000 01001110 01101111 01110010 01101101 01100001 01101110 01100100 01111001. Then cut the restorative binary form plaintext into eight-bit per group, and convert each group information into decimal form, and then convert into the corresponding character according to the ASCII code table. Therefore, Bob can get the text "June 6, Normandy " sent by Alice. Fig 6 (including three figures, a, b, c) shows the correctness of the verification procedure. 
CONCLUSION
We propose a DNA cryptography algorithm Based on DNA sequencing puzzle, and then prove it is feasible for the experiment with simulation.
Since the particularity of DNA-based encryption technology and the limitations of molecular biology development, the current DNA cryptography algorithm still stay at the theoretical level. In our plan, we will add strong randomness redundant information which make both the content and the length of cipher text different after encryption process and prove the algorithm is in full compliance with OTP encryption system.
